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INTRODUCTION

Today, vehicle accidents are one of the leadingesof death in the world and also the traffic janadke ¢
terrific waste of time and fuel. So the Vehiculad-hoc Network (VANET) has become an unavoidable suil
of research to improve the driving erience, traffic safety, and multimedia infotainmegrbpagation fo
VANET users. VANET can noticeably increase the klealge of the surrounding environment of drivershie
road transport system (Zhaegal., 2008). Basically, a VANET consists of thre@jor components that a
vehicles or mobile nodes in which On Board Unit8((3) are equipped for computation and communice
purposes, Road Side Units (RSUs) that are fixeddtfuctures located aside the roads, and a Tréatdwrity
(TA) has the reponsibility of maintaining the whole transportteys. In VANETS, a vehicle that can be sha
the information with other vehicle through Veh-to-Vehicle (V2V) communications, or with RSU, throu
Vehicle-toRSU (V2R) communications. The V2V communions and the V2R communications are use
improve traffic safety and traffic efficiency. FM2V and V2R communications, the Dedicated Shortde:
Communication (DSRC) radio®ER(] are deployed in each vehicle and in all RSUS/ANETSs, RSU to TA
commuication and communication among RSU’s are perfdrtheough a secured wired channel. But the \
communication and the V2R communications are peréat through a wireless channel. Hence, it is necg
to protect the wireless channel from the variounds of security attacks. If the communication is paiperly
protected then the private data, such as the gkeygdor group cormunication has to be reveal(Sunet al.,
2010).

Several approaches have been proposed to secistipute the group keyased on the Diffi-Hellman
key exchange protocol. However, the main probleth wsuch approaches is that the ~-in-the middle attack.
In this attack, the intruder secretly alters thenomunication between two entities who believe thtytare
directly canmunicating with each other. The main purpose effoposed key distribution scheme is to en
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the TA to securely and efficiently exchange theugr&ey to the group members in the group. The wego
scheme depends on the hardness of computing didoggtrithms.

This paper is organized as follows. Section 2 ptesithe related works. Section 3 presents the myste
model and preliminaries. Section 4 discusses tbpgsed CEKD scheme. Section 5 and Section 6 an#tigze
security strength and performance respectivelyalinwe draw the conclusion in section 7.

Related Works:

In order to distribute a group key in a secure reaniarge amounts of work have been proposed. Hervev
most of these approaches suffer from the computat@rhead during key distributiodoux (2000) proposed a
tripartite key agreement protocol based on bilingairings over the elliptic curves. Since therends secure
authentication protocol between the communicatiagigs, this scheme is affected by the man-in-tiddla
attack.Hao et al. (2008) proposed a distributed key managementnsehl®sed on group signature for a secure
group communication in VANETS. In this scheme, R®8Us act as the group key distributor for each grou
Since, the RSUs are considered to be semi-trugteccompromised RSU may misbehave and reveal thggr
key to adversaries. Xiaozhuet al. (2015) proposed a Huffman-tree-based pairing feeghenticated
certificateless group key agreement protocol farimizing the group key distribution time and thkeging time
in the join/departure events. Since there is nbenitcation procedure between the communicatintigsaoefore
the group key distribution, this scheme has a #gyaueakness in terms of man-in-the-middle attack.

System Model and Preliminaries:
3.1 System model:

The system model of the proposed system is depictEd).1. which includes a TA, fixed RSUs at tioad
side, and OBUs equipped in mobile vehicles.

e« TA s a trusted administrative center, which pr@ddegistration to RSUs and OBUs when they join
into the VANET system. The TA has the full respbilgy to maintain the entire VANET system. It also
divides the entire VANET system into several dormai@enerally, it is assumed that the TA is infeastb
compromise by an adversary and it has high commtiait, computation and storage capabilities.

> » = Trusted Authority

Fig. 1: System model

* RSUs communicate with vehicles in their coveraggore by a wireless channel. Dedicated short range
communication (DSRC) radios are implemented in hathicles and RSUs to perform V2V and V2R wireless
communications. It is assumed that RSUs are sersietl (Zhang, Cet al., 2001), i.e., they can expose secret
data to adversaries, if they are compromised. dieroto prevent RSUs from hardware attacks, all Rstésild
be watched through hidden surveillance cameras asctligital video or analog CCTV cameras. Each RSU
provides the Location Based Safety Information (DBS8 all the authenticated vehicles when theyemrtered
into its region. Hence, each RSU provides the kedge to vehicle users about the obstacles withioaverage
region. Tablel. Shows the typical examples of saB8Is which are broadcasted to authenticated vehibly
RSUs
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Table |I: Location Based Safety Informati@nBSI)

Information Range
Petrol station 20 m
Speed breaker 25 m
Traffic signal 50 m
Curve speed warning 71 m
School zone 114 m
Road intersections 170 m
Accident zone 200 m

» OBUs are installed in each vehicle to communicaitth wther vehicles and RSUs. OBUs broadcast
traffic-related status information such as locatispeed, and direction periodically to other vedsclo avoid
road accidents.

3.2 Bilinear Pairing:

Let G; andG, be multiplicative cyclic groups generated ByandQ respectively and; be a multiplicative
cyclic group.G,, G, andG; have the same prime ordgri.e, |G,| = |G;| = |G| = q.Lete: G, X G, — Gr
is a bilinear map, which satisfies the followingperties:

1) Bilinear:e(uP,vQ) =e(P,Q)"" forallP € G, Q € G, andu,v € Zj.
2) Nondegeneracy: There exiBte G,, Q € G, such thae(P, Q) # 1g,.
3) Computable: Bilinear mapis efficiently computable for ang € G,, Q € G,.

Proposed CEKD Scheme:
This section has the following phases: systemailigtition, VANET license issuing and the proposed
CEKD scheme.

4.1 System Initialization:

The TA first picks a random number € Z; as the TA’'s master secret key and a random numieg;
as the TA’s private key. The public key of TA isngouted by performing a elliptic curve based point
multiplication of t with a generatoP. PU;, = tP is the TA’s public key. Then the TA publish¢s,
PUp,, P, G} as the system parameters.

4.2 VANET licenseissuing:

The vehicle user first directly goes to the TA gmvides their personal information (i.e., username
address, mail id, personal password, license plateber and mobile phone number) for authenticatiben
they connect to the VANET from his/her vehicle. &fproviding the personal information, the TA viexsfand
issues the certificat€ETy, to the vehicld/; as follows.

1. TA chooses a random number € Z; for each vehicle and considering this as the peikay ofV;,
and computes its corresponding public R&,, =u;P .

2. TAthen generates the VANET licengé,, for V;, where VL, = vu;P.

3. Then, the TA computes a seed value v(u; + t) 1P for each vehicld;.

4. The TA providesS, u;, PUy,and VL, to V; in the offline mode after the successful completaf
vehicle’s successful registration. The valSemdu; arekept secret by the VANET user.

5. Next, TA keep§ID —V;, VL, S,w;) in its tracking list, wheréD — V; is the identity of; assigned by
the TA.

6.

4.3 Proposed CEKD scheme:

a. For a secure group communication, each vehicle Usdirst selects a session key € Z; and
computes
Xi = x;(PUy; + PUr,)

Xi = xi(uiP + tP)
Xi = xi(ui + t)P
Then, each user also computes the identificatign(Kg) as follows
Ki = e(X,:,S)
K; = e(x;(u; + )P, v(u; + £)71P)
K; = e(P, p)xititO)v(u+t)™"
K; = e(P, P)**?
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After computing the value of;, each user sends; Il VL, } to the TA. After receiving these parameters
from the vehicle usev;, the TA verifies the/L,, from it's tracking list and then it computes tKg value for
each vehicle uséf,.

b. Then the TA chooses a group ke € Z; and then creates a Lagrange interpolating polynoafia
degreen — 1, wheren is the number of users in the group.

P() = Zii(gk +u) [l‘l’}=1 ,f';]
jeio b
=ag+ayt ++a,_y*?!

Then the TA sendg,, a4, ... a,_1) t0o each usey;.

c. After receiving the coefficientéa,, a,, ...a,_,) from the TA each usé€l; uses its owrk; value to
recover the group keyk as follows:

P(K) =ay+ aK' + -+ ap_ K1
=gk +u;

Then, each user recovers the group key by subipits own private key frongk + u;. This group key is
used to make group communication with the group bemin the group.

Security analysis:
In this section, we evaluate the security strengthour proposed scheme with respect to the user
authentication, impersonation attack and man-inrtiieidle attack.

User Authentication:
The VANET license/Ly, = vu;P for each vehicle uséf; is computed by the TA using each user’s private

key and its master key. So, it is assured thattheraisers computéL, except the TA who has both the private
key ofV; and the master key. Since, each vehicle Useends(X; Il VL, } to the TA for getting the group key,
the TA can authenticaté from VL, before providing the group key to them.

I mpersonation:

Let's consider that;’s private key and its licendéLy is revealed. An adversaty wants to pretend as the
vehicle usel/; to the TA to get the group key. Howevér,cannot compute the identification k&y without
knowing the seed valugwhich is given by the TA t&; during the time of user registration.

Man-in-the-middle attack:

Based on the above analysis about user authenticatie proposed CEKD scheme for secure key
distribution could provide authentication betwebe tommunicating parties. Therefore, the proposed T
scheme could withstand the man-in-the-middle attack

Performance Analysis:

In this section, we compare the performance ofpsaposed CEKD scheme with the previously proposed
key distribution schemes in terms of computaticc@dt. The computational cost is defined as thd tote
required for the vehicle user to get the group &eyn the TA. The computational cost of CEKD scheisie
compared with many existing schemes, namely DIKE ¢tal., 2012), ID-AGKA (Duet al., 2003), HPF-
CLGKA (Xiaozhuoet al., 2015) and Teng's scheme [Teng and C.K Wul]. lsetansiderT, represents the time
required for performing a pairing operatidh,represents the time required for performing a fegmration and
T,, represents the time required for performing pointtiplication.

For performing the hash operation, point multigiica and pairing operation, the pairing-based
cryptography (PBC) library [Pairing-Based Cryptqurg] is used in this paper. For the aforementioned
operations, the Type-A curve defined in the PBGalilp is used with the default parameters. In otdeneasure
the actual computation time of our proposed CEKbeste, we have used a 2-GHz machine with 4-GB
installed memory, running Cygwin 1.7.35-15 [Cygwivith the gcc version 4.9.2 for our implementations

All the results are analyzed over 100 randomizedukition runs and then the average of the ressilts i
considered. In our simulations, the time paramefgrg, andT,, are measured and it is found to be equal to 1.6
ms (milliseconds), 2.7 ms, and 0.001 ms, respdgtive

Table Il: Computational Cost of Various Key Distribution 8oies

Method For one user Forn users

DIKE 3T, + 2T, Cn+ 1T, + 2nThh
ID-AGKA AT, + 6T, anT, + n(n+ DT,
HPF-CLGKA 9Ty, + 2T, nT,, + 2nT,
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Teng's

scheme 2Ty + 2T + Ty 2nT, + 2nTy, + nT,
CEKD
(PROPOSED) 2Ty + T 2nT, + Ty,

From Table Il, it can be observed that our propdSE&D scheme requires only two pairing and one fpoin
multiplication operation to get thgk from the TA and hence CEKD takes low computatiaust compared to
other existing schemes.

——
. 1000 DIKE
1S 900
£ 800 A e IDAGKA
£ 00 /
= 600
[ -
£ 500 HPF-CLGKA
jc'g' 400 -+ -
2 300 A ——Teng’s
% 200 - scheme
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Fig. 2: Computational cost for key distribution

From Fig.2, it is very clear to understand that proposed CEKD scheme takes only 320 ms for a secur
group key distribution from the TA to the vehiclsen. However, other existing schemes take more3b@8mms
for secure group key distribution.

Conclusion:

In this paper, we have proposed CEKD scheme fairsegroup key distribution in VANETS. In order to
avoid the man-in-the-middle attack, the TA perfotims authentication process for each vehicle Usbefore
distributing the group key. The security analysist®n shows that the weaknesses of previouslyqseg
schemes can be overcome by the proposed CEKD schethbence satisfies the security requirements. The
performance analysis section shows that the propb@eKD scheme takes low computational cost which
makes it suitable for the VANET environment.
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